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Information security policy

Significance

The PNE Group operates internationally and bears significant responsibility for the secure supply of
energy to the population. Reliable power generation, distribution and the provision of supporting
services are crucial for fulfilling our customer orders and for the sustainable success of our company.

We recognise the special responsibility associated with handling information systems and sensitive
data. The secure, legally compliant and responsible handling of information is of central importance
to us.

This information security policy forms the overarching framework for all specific regulations and
measures in the area of information security. It ensures that all employees are aware of their
responsibilities and act appropriately. The Executive Board, management, executives and employees
are equally committed to implementing the requirements derived from this policy and to continuously
improving the information security management system (ISMS).

Principles
1. Common understanding of information security
Information security is an integral part of all business processes and is practised in all areas
of the company.

2. Strategic importance
Risks associated with information processing and IT systems are known. Information security
is actively managed as a strategic success factor.

3. Holistic approach
Information security encompasses technical, organisational, infrastructural and personnel
measures. Acting securely is the responsibility of all employees.

4. Protection goals
We are committed to ensuring:

o Availability of information and systems
o the integrity of data and processes,
o Confidentiality of sensitive information.

5. Continuous improvement
The ISMS is regularly reviewed, evaluated and further developed according to the Plan-Do-
Check-Act principle.
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Supportive measures

Responsibility at board level

Strategic control and monitoring of information security is carried out by the board of directors
or management. Information security is a regular item on the management agenda.

Operational responsibility

The Information Security Officer (ISO) shares operational responsibility with the company
management. He coordinates all security-related activities and reports regularly to the

management.

Risk-based approach

Risks are systematically identified, assessed and addressed. Given our responsibility for
security of supply, certain risks cannot be accepted on a permanent basis or insured

exclusively.

Business vs. private IT use

The separation of private and business hardware and software is mandatory. Exceptions are

only permitted in defined special cases.

Awareness raising and training

All employees receive regular mandatory training as well as in-depth training on security-
related tasks. The aim is to foster a culture of security.

Information Security Management System (ISMS)

The ISMS forms the basis for the implementation of all technical, organisational and structural

security measures.

Security organisation

Roles, responsibilities and decision-making processes are clearly defined and communicated

within the company.

Reporting and escalation channels

Security incidents, vulnerabilities and suspicious activities must be reported immediately via
the designated channels. The procedure ensures prompt analysis and processing.

Internal audits and vulnerability analyses

Regular audits and analyses serve to review the effectiveness of security measures and
continuously improve the ISMS.
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